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Microsoft’s Linux 
Open Source Journey



20K SLOC

GPLv2

contribution

Top 5
contributors
of Linux 3.0​

XIO is the
first concurrent

feature​

Azure tuned
kernel in 
Ubuntu

and SUSE​

Clear Linux
on Azure

announced​

WSL2 
announced, 

Windows ships 
a Linux kernel​

Active Linux
Community 
membership

Linux + Azure/
Hyper-V

Enablement

Linux is
generally 
available
on Azure​

Concurrent 
Windows/

Linux
feature releases

SONiC
and WSL

announced​

Linux powering 
Microsoft’s 

infrastructure 
workloads

Add 
Sysinternals

tools for Linux
Azure Linux

Microsoft’s Linux Open Source Journey

20182009 2015 2023



Linux in Azure >65%
of customer compute 

cores are Linux

>60%
of Azure marketplace

images are Linux-based



900 million

weekly active users

The fastest growing

app in history

Azure

GPU VMs

Azure

Kubernetes Service

Azure

Cosmos DB

Azure

PostgreSQL

Azure

Storage

ChatGPT on Azure



Open source is at 
the core of Microsoft



Company-wide documented policy to make it easy for 

Microsoft developers to use open source

We share some of our policy publicly on the opensource.microsoft.com site under "Our programs"

Microsoft's Open Source Software Policy

Using

open source

https://opensource.microsoft.com/


200k
open source components

every month

11.8M
places in use



Microsoft 365’s COSMIC

Runs on Azure Kubernetes Service
One of the largest Kubernetes clusters in the world

Runs Microsoft 365’s cloud services on millions of cores 



Azure Boost

Linux



We share some of our policy publicly on the opensource.microsoft.com site under "Our programs"

Microsoft's Open Source Software Policy

Contributing

to open source

Company-wide documented policy to make it easy for 

Microsoft developers to use open source

https://opensource.microsoft.com/


3M
contributions to open source in 

the past 3 months

Counted by PR reviews/creation/comments, team discussions, issue 

creation/comments, commit comments to an open source or public repo.



insights.linuxfoundation.org/leaderboards/organizations



We share some of our policy publicly on the opensource.microsoft.com site under "Our programs"

Microsoft's Open Source Software Policy

Releasing open

source software

Company-wide documented policy to make it easy for 

Microsoft developers to use open source

https://opensource.microsoft.com/


survey.stackoverflow.co/2025/

Visual 

Studio Code



More for developers

.NET TypeScript PowerShell

Microsoft Build 

of OpenJDK



Microsoft Agent Framework



Azure 

Incubations 

Partner across Microsoft and 

the open-source community 

to explore and deliver 

industry-changing products 

GRADUATED
Aug 2023

GRADUATED
Nov 2024

SANDBOX

 Sept 2023

SANDBOX
Apr 2024

SANDBOX
Jan 2025

Mission



ProcDump

Sysmon

Procmon

jcd

SysinternalsEBPF

Sysinternals 

for Linux



Written almost 45 

years ago entirely 

in 8086 assembly!

Open sourcing MS-DOS 4.0  - Microsoft Open Source Blog – April 25, 2024

https://cloudblogs.microsoft.com/opensource/2024/04/25/open-sourcing-ms-dos-4-0/
https://cloudblogs.microsoft.com/opensource/2024/04/25/open-sourcing-ms-dos-4-0/
https://cloudblogs.microsoft.com/opensource/2024/04/25/open-sourcing-ms-dos-4-0/
https://cloudblogs.microsoft.com/opensource/2024/04/25/open-sourcing-ms-dos-4-0/
https://cloudblogs.microsoft.com/opensource/2024/04/25/open-sourcing-ms-dos-4-0/




The whole world depends 
on Open Source Software



Source: blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf

sonatype.com/hubfs/1-2025_Website-Assets/SSCR_2025/SSCR_2026_final.pdf

More 

concretely…

97% of the codebases 

contained open source

70% of scanned code had its 

origin in open source

900
Average number of OSS 

components found per 

application

64% of OSS components were 

transitive dependencies

https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf
https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf
https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf
https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf
https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf
https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf
https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf
https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf


Package Registry growth

~3 Billion Downloads per day

~100+ Billion Downloads per Month

Hosts ~860K packages

Open Source Package registries like 

PyPI, crates.io, RubyGems are critical 

infrastructure for software development

10 Trillion
downloads per year

Increased attacks over 

the years (typosquatting, 

malware packages)

Yet this entire ecosystem 

runs largely on donations 

and in-kind infrastructure

PyPi Crates.io

source: pypistats.org source:  lib.rs/stats

Download growth 2.2x per year 

~730 M download per day



Attackers treat 

open source as a 

delivery channel



Source: https://xkcd.com/2347



The open source supply chain 

Source code Build Package

Dependencies

ConsumerDeveloper

A B C D

E

F G H

Source Integrity Build & Distribution Integrity

Bypassed code review

Compromised source control system

A

B

Modified code after source control

Compromised build platform

C

D

Using a bad dependency

Bypassed CI/CD

E

F

Compromised package repo

Using a bad package

G

H



OpenSSL

2014: Heartbleed 2022: Buffer overflows



Log4j



sonatype.com/whitepapers/the-persistence-of-open-source-vulnerabilities

4 years later
In 2025 alone, developers downloaded 

more than 42 million vulnerable 

versions of log4j, representing 13% of 

all log4j downloads worldwide. 

December, 2021 2025



Pytorch







Vulnerabilities are ubiquitous

sonatype.com/state-of-the-software-supply-chain/2026/software-infrastructure-growth

In 2025

1/5
PyPI releases was associated 

with a CVSS 7.0+ vulnerability

838,778
releases associated with 

CVSS 9.0+ vulnerabilities

npm recorded



Security risks of AI 

assisted coding

AI suggests “popular” (historically common) 

versions, not secure ones

AI generates manifests with 

outdated/vulnerable components

Training data lags, so even after fixes exist, 

AI keeps suggesting vulnerable versions

Without governance, AI increases 

component sprawl



The impending CVE deluge…

Source: https://red.anthropic.com/2026/zero-days/





Regulatory 

reaction

May 12, 2021 US Executive Order 14028 signed.

July 12, 2021 US NTIA publishes SBOM “Minimum Elements.”

Jan 16, 2023 NIS2 and DORA enter into force in the EU.

Dec 1, 2023 Australia’s ASD ISM first edition released.

Oct 18, 2024 NIS2 compliance measures apply in the EU.

Dec 10, 2024 EU Cyber Resilience Act (CRA) entered into force.

Jan 17, 2025 DORA compliance measures apply in the EU.

Jul 25, 2025 
CERT-In mandatory annual third-party 

cybersecurity audits in India.

Nov 12, 2025 UK CSRB introduced to parliament.





Copyright © 2024 The Linux Foundation®. 

All rights reserved. The Linux Foundation has 

registered trademarks and uses trademarks.

Est. 2020

The Open Source Security Foundation (OpenSSF) seeks to make 

it easier to sustainably secure the development, maintenance, 

and consumption of the open source software (OSS) we all 

depend on. This includes fostering collaboration, establishing 

best practices, and developing innovative solutions.

Mission

OSS is a digital public good and as an industry, we have an 

obligation to address the security concerns with the community. 

We envision a future where OSS is universally trusted, secure, 

and reliable. This collaborative vision enables individuals and 

organizations in a global ecosystem to confidently leverage the 

benefits and meaningfully contribute back to the OSS community.

Vision



117 member organizations 
spanning 16 industries
(e.g., finance, cloud, AI, 

government, academia) and 
representation across

40+ countries



Global Cyber Policy
Belonging, Empowerment, 

Allyship, and Representation
Marketing Advisory CouncilTechnical Advisory Council

Members Leading & Participation in Working Groups

Best Practices ORBIT AI/ML Security Securing Critical Projects

Securing Software Repositories Security Tooling Supply Chain Integrity Vulnerability Disclosures

https://github.com/ossf/wg-globalcyberpolicy
https://app.slack.com/client/T019QHUBYQ3/C019M98JSHK
https://app.slack.com/client/T019QHUBYQ3/C019M98JSHK
https://openssf.slack.com/archives/C03KRKRF290
https://github.com/ossf/tac
https://github.com/ossf/wg-best-practices-os-developers
https://github.com/ossf/wg-orbit
https://github.com/ossf/ai-ml-security
https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/wg-securing-software-repos
https://github.com/ossf/wg-security-tooling
https://github.com/ossf/wg-supply-chain-integrity
https://github.com/ossf/wg-vulnerability-disclosures


OpenSSF Technical Initiatives Landscape

PackageSource code Build

Dependencies

ConsumerDeveloper

Package selection information Vulnerability information

P2C6B1

P1 P3 R1B2 T4 T5 T6

B3 B5

O1T8

B4

C3

B6

C4 T7 C2 A1

C3 O1

V1 V2 V3C1

C1 C5 CP1 CP2 T1 T2 T3

DevRel Community

BEAR (Belonging, Empowerment, 

Allyship, and Representation)

Global Cyber Policy

Best Practices

OpenSSF Best Practices Badge project

OpenSSF Scorecard project

Education SIG

Memory Safety SIG

C/C++ Compiler Options SIG

Python Hardening SIG

1.

6.

5.

4.

2.

3.

B

AI/ML Security

Model Signing SIG & Project1.

A

Securing Critical Projects

Criticality_score project

Package Analysis project

CP

1.

2.

Supply Chain Integrity

Security Insights project

SLSA project

S2C2F project 

Gittuf project

GUAC project

Zarf project M

C

1.

6.

5.

4.

2.

3.

Securing Software Repositories

RSTUF Project

R

1.

Projects

Alpha & Omega project  

Sigstore

Core Toolchain Infrastructure (CTI) 

P

1.

2.

3.

Security Tooling

SBOM Everywhere SIG

OSS Fuzzing SIG

SBOMit project

Protobom project

bomctl project

Fuzz Introspector project

Minder project

OpenBao project

1.

6.

5.

4.

2.

3.

T

8.

7.

Vulnerability Disclosures

CVD Guides SIGs

OSV Schema project 

OpenVEX SIG

OpenVEX Project

V

1.

2.

3.

ORBIT (Open Resources for Baselines, 

Interoperability, and Tooling)

OSPS Baseline project 

O

1.

https://github.com/ossf/DevRel-community
https://github.com/ossf/wg-bear
https://github.com/ossf/wg-bear
https://github.com/ossf/wg-globalcyberpolicy
https://github.com/ossf/wg-best-practices-os-developers
https://bestpractices.coreinfrastructure.org/
https://bestpractices.coreinfrastructure.org/
https://github.com/ossf/scorecard
https://github.com/ossf/education
https://github.com/ossf/Memory-Safety
https://best.openssf.org/Compiler-Hardening-Guides/Compiler-Options-Hardening-Guide-for-C-and-C++
https://github.com/ossf/wg-best-practices-os-developers/tree/main/docs/Secure-Coding-Guide-for-Python
https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/criticality_score
https://github.com/ossf/package-analysisds
https://github.com/ossf/wg-supply-chain-integrity
https://github.com/ossf/security-insights-spec
https://slsa.dev/
https://github.com/ossf/s2c2f
https://github.com/gittuf/gittuf
https://github.com/guacsec/guac
https://docs.zarf.dev/
https://github.com/ossf/wg-securing-software-repos
https://github.com/repository-service-tuf
https://github.com/ossf/alpha-omega
https://www.sigstore.dev/
https://github.com/ossf/wg-security-tooling
https://drive.google.com/drive/folders/154MCLeIOQEgPpTUL7yzplOiipBVJ5KZJ
https://docs.google.com/document/d/1u4_vL0UK69C7D3qatP9Q6gjGX1PMJjWnO4-3F4pJ0oo/edit
https://github.com/sbomit
http://github.com/bom-squad/protobom
https://github.com/bomctl
https://github.com/ossf/fuzz-introspector
https://github.com/ossf/fuzz-introspector
https://github.com/mindersec/minder
https://openbao.org/
https://github.com/ossf/wg-vulnerability-disclosures
https://github.com/ossf/oss-vulnerability-guide
https://github.com/ossf/osv-schema
https://github.com/ossf/OpenVEX
https://github.com/ossf/OpenVEX
https://baseline.openssf.org/
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Safeguarding artifact integrity across any 

software supply chain

Supply-chain Levels

for Software Artifacts (SLSA)



SLSA: Source Track - Levels of Assurance

Source L1 Use a version control system
Generation of discrete Source

Revisions for precise consumption

Source L2
Preserve Change History

and generate Source Provenance

Reliable history through

enforced controls and evidence

Source L3 Enforce organizational technical controls
Consumer knowledge of guaranteed 

technical controls

Source L4 Require code review
Improved code quality and resistance

to insider threats

Track/Level Requirements Focus

https://slsa.dev/spec/v1.2/source-requirements#source-l1
https://slsa.dev/spec/v1.2/source-requirements#source-l2
https://slsa.dev/spec/v1.2/source-requirements#source-l3
https://slsa.dev/spec/v1.2/source-requirements#source-l4


SLSA: Build Track - Levels of Assurance

Build L0 (none) (n/a)

Build L1
Provenance showing how

the package was built
Mistakes, documentation

Build L2
Signed provenance, generated

by a hosted build platform
Tampering after the build

Build L3 Hardened build platform Tampering during the build

Track/Level Requirements Focus

https://slsa.dev/spec/v1.2/build-track-basics#build-l0
https://slsa.dev/spec/v1.2/build-track-basics#build-l1
https://slsa.dev/spec/v1.2/build-track-basics#build-l2
https://slsa.dev/spec/v1.2/build-track-basics#build-l3


Supply Chain Transparency 
Standards/Frameworks



Sigstore

Developers, maintainers, monitors

Sign and

publish artifacts

Publish signing 

certificates

Monitor

logs

Fulcio certificate 

authority

Signature 

transparency log

Key

transparency log

Trust root



Implementers of SCITT can use their preferred durable ledger, container 

registry, and graph databases as part of their implementation

Supply Chain Integrity Transparency and Trust (SCITT)
An IETF project to provide a generic, interoperable, and scalable architecture to enable 

transparency across any supply chain with minimum adoption barriers

Writing Data to SCITT Using SCITT Data

Build Pipeline

Signed artifact

and SBOM

Transparency Service

SBOM and

counter signature

Counter 

signature

Durable

ledger

Container Registry

such as ACR

SCITT data in

container registry

Graph 

Database

Replicate

data 

Read SBOMs

through ORAS

Analyze graph

with GUAC

Policy decisions

with OPA and Rego

Clients
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The S2C2F guide outlines and defines how 

to securely consume OSS dependencies into 

the developer’s workflow.

Secure Supply Chain

Consumption Framework (S2C2F)



High-level solution-agnostic set of practices

Detailed list of requirements for each practice

Real-world supply chain threats specific to OSS, and 

how our Framework requirements mitigates them

S2C2F
Microsoft defined framework that is contributed to the OpenSSF in 2022

8 

practices

2

3

4

5

1

8

7

6

Ingest

Inventory

Update

Enforce

Audit

Scan

Rebuild

Fix 

upstream

Each practice has specific requirements

created using a threat-based risk-reduction 

approach toward secure consumption
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OpenSSF Scorecard

Quickly assess open source projects

for risky practices



Automated checks with weighted scoring

securityscorecards.dev/viewer/?uri=github.com%2Fossf%2Fscorecard

Holistic 

security 

practices

Code 

vulnerabilities

Maintenance

Continuous 

testing

Source risk 

assessment

Build risk 

assessment

securityscorecards.dev/viewer/?uri=github.com%2Fossf%2Fscorecard
securityscorecards.dev/viewer/?uri=github.com%2Fossf%2Fscorecard
securityscorecards.dev/viewer/?uri=github.com%2Fossf%2Fscorecard
securityscorecards.dev/viewer/?uri=github.com%2Fossf%2Fscorecard
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Open Source Project 

Security Baseline

Structured security requirements 

aligned with international frameworks, 

standards, and regulations



Baseline levels

https://baseline.openssf.org  

https://github.com/ossf/security-baseline 

“Universal security floor”

for all open source - great 

for single maintainer or 

early maturity projects

Are you a Foundation? The level 

1 baseline should be your first set 

of criteria for maturing projects 

(or even accepting projects)

Good for projects

with 2 - 6 maintainers 

and maturing

Security flex - good for 

highly mature projects 

that consider security a 

core competency

Are you in a Foundation with 

project resources? You should 

strive for this one

1 2 3

20 18 9

https://baseline.openssf.org/
https://github.com/ossf/security-baseline
https://github.com/ossf/security-baseline
https://github.com/ossf/security-baseline


Library of practices aligned to requirements

SSDF

CSF

800-161/800-53

CISA Software

Acquisition Guide

Software Security 

Code of Practice

Cyber Resilience Act

DORA 
BP Badges

Scorecard

Minder

SLSA

OpenSSF tooling

Forthcoming

Forthcoming

Forthcoming



Secures the most critical open 

source projects (via OpenSSF 

Criticality Score and Harvard Census)

Funds threat modeling, testing, 

audits, remediation, and 

Scorecard/Best Practices alignment

Identifies and fixes critical 

vulnerabilities across 10,000+ widely 

used OSS projects

Combines automation, 

security analysts, and 

coordinated disclosure

Alpha Omega
Secure the most critical open source software projects and ecosystems



Alpha Omega
Secure the most critical open source software projects and ecosystems

In 2025,

$5.8 million 

funded 14 critical 

open-source 

projects.

Rust’s Trusted Publishing launch 

and CVE authority designation

Apache’s Trusted Release pipeline pilot

Security upgrades across Python, Node.js, 

Ruby, Eclipse Foundation, and FreeBSD

Audits of numerous open source projects



Choose your role, then do one concrete thing

Know what you’re pulling in 

(inventory your dependencies)

Don’t ignore known vulnerabilities 

“because upstream”

Prefer projects that show security 

hygiene, and tell them why

If you build on 

open source

Publish what you ship (signed 

releases, provenance)

Be explicit about security posture 

(even if it’s “best effort”)

Ask for help — funding, audits, 

automation

If you maintain 

open source

Fund it: money, engineers, or 

infrastructure

Support maintainers before the 

next incident

Treat open source as critical 

infrastructure, not free input

If your business 

depends on

open source













Secure your Code, 

Repos, Pipelines

Openssf.org/getinvolved/

Join a OpenSSF 

Working Group:

Contribute to ongoing 

security initiatives
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